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O PABMEWWEHWUUN HA MH®OPMALMOHHbIX CTEHOAX, O®PULMNATIbHbIX
UHTEPHET-CAUTAX U OPYI'MX UH®OPMALIMOHHBLIX PECYPCAX
OBLEOBPA30BATEJIbHbIX OPFAHU3ALIMA N OPITAHOB,
OCYLWLECTBNAKOLWUX
YNPABJIEHUE B CO®EPE OBPA30BAHUA, UHOPOPMALIUXA O BE3OINMACHOM
NOBEOEHNN U UCMNOJIb3OBAHUUN CETU "MHTEPHET"
okcneptammn n uneHamm BpemeHHon komuccum CoeTa Pepepaumm No pasBUTUIO
MHOPMaLUMNOHHOIo obLecTBa B pamMKkax BbINOSIHEHUS peKoMeHAauun napramMmeHTCKUX
cnywaHun "AkTyanbHble BOMpocbl obecneyeHusi 6e30nacHOCTM U pasBUTUA OeTeEN B
MHGOPMaLUNOHHOM NpoCTpaHcTBe", KoTopbie npownn B Cosete ®enepaumn 17 anpens
2017 r., Obinn paspaboTaHbl MeToANYECKME pPEKOMEeHOdauunM O pasMeLlleHMn Ha
MHOPMALMNOHHBIX  CTeHAax, opuumanbHblX  UHTEPHET-caWTax W ApYyrux
MHPOPMAUMOHHBLIX pecypcax oblleobpasoBaTenbHbIX OpraHMsauum W OpraHos,
OCYyLLEeCTBNALWNX ynpaBneHne B cepe obpasoBaHud, UHGopMauun o 6esonacHom
nosegeHMM n  ucnonb3oBaHun cetn  "WHTepHeT" (ganee - meToguyeckue
pekomMeHaauum).
MeToguyeckne pekomMeHOauum HanpasfieHbl Ha KavyeCTBEHHOEe MOBbILEHWE YPOBHS
MHPOPMALMOHHON AeATeENbHOCTM 06LeobpasoBaTenbHbIX OpraHu3auuMi U OpraHos,
OCYyLLEeCTBNALWNX yrnpaBneHne B cdepe obpasoBaHUs, B 4acTU WMHGPOPMUPOBAHUSA
yyalmxcs, ux poguTtenen (3akoHHbIX NpeacTaBUTenen) n negarorm4ecknx paboTHUKOB
06 OCHOBHBbIX acnekTax nHpopmaumoHHoM 6e30nacHOCTH.



MeTognyeckme pekoMeHaaumym NO3BOMAT 06weobpasoBaTenbHbIM OpraHM3auusam U
opraHam, OCYLLECTBNAOLWMM ynpaBneHne B cdepe obpasoBaHus, akTyanmsanpoBaTb
yXe ucnonb3dyemble W pasMelleHHble WHOPMaUMOHHbIE MaTepuanbl, Tak U
NnoaroTOBUTb UX B Cy4Yae UX OTCYTCTBUS C yHETOM Ny4dLLINX NPaKTUK U peKoMeHaauunm.
B pamkax meToguyeckux pekomeHgauun paccMmaTpmBaroTcs cneayrowme MHCTPYMEHTbI:
1. NHPOPMALMOHHbIE CTEHAPD!,
2. othmumarnbHble UHTEPHET-pecypChl;
3. cpeAcTBa MaccoBOW MHGOpMauuKM (LLKOSbHbIE raseTbl, negarorndyeckne nsgaHus u
Apyrue).

MHdopmaumoHHble cTeHAbI
Ha  uHpopmMaumoHHbIXx cTeHgax B obuwleobpasoBaTernbHbIX  OpraHusauusix,
pacrnonoXeHHbIX B hone yypexaeHun n B kabmHeTax, OCHaLLEHHbIX NepCoHanbHbIMN
ycTpoucTBamMuM Ans BbIxoga B ceTb "WHTepHeT", pekomeHOyeTcs pas3MecTuUTb
WHOPMALMOHHbIE NAaMSATKW, coAepXaliMe OCHOBHble CcOBeTbl Mo obecneyeHuto
NHOPMaLNOHHOM 6e30MacHOCTU yyaLlnXCcs.
B npunoxeHun N 1 K MmeToaM4eCcKMM pekoMeHgauusM npencrasneH obpasel, namaTkm
AN pa3MeLleHns Ha MHOPMAaLUMOHHbIX CTeHaax.

CpenctBa maccoBoun UHcpopmaumum
B cpenctBax maccoBon MHGOpMauMM, OPUEHTUPOBAHHbLIX Ha oOby4aroLmxcs,
pekomMeHayeTcs B TedeHne ydebHoro roga perynspHo nybnukoBaTb MH(POPMaLMOHHbIE
MaTtepuansl, NOCBSILLEHHbIE OTAENbHbIM acnektam nHdgopmaumoHHon 6e3onacHocTn, a
TakKe pasfimyHble NamMsaTku obLuero xapakrepa.

B cpegctBax maccoBoM  MH(pOpMaUMW, OPUEHTUPOBAHHbLIX Ha Mnegarormyeckyto
0o0LLEeCTBEHHOCTb, pEeKoMeHOyeTCA B TeYeHWe KaneHgapHoro roga perynsipHo
nybénukoBatb WMHMOPMAaLMOHHbIE MaTepuasbl, MOCBALLEHHble OTAEeNbHbIM acnekTam
MHOPMaLNOHHOM BGesonacHocTu Kak HeCcoBepLUEHHOMNETHUX, Tak n
obuweobpa3oBaTefibHbIX OpraHu3auun, a Takke pasnuyHble namsaTki, 0630pbl
HOPMaTUBHO-NPAaBOBOIO PerynMpoBaHns aHHOW cdepbl U MHOPMaLMIO O akTyarbHbIX
MepPONpPUATUSX U COBbITUSIX B JaHHOM cdhepe.

B xome npoegeHus EpguHoro ypoka no 6esonacHoct B cetn  "MHTepHeT"
pekomeHayeTcsa obecnevntb BbIMYCK TEMAaTMYECKOro BbIMycka CpeacTBa MacCOBOW
MHpopMauumn NnMbo cepum Nyonukauun, cpeam KoTopbiX pacCMOTPETbL OpraHN30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX npeacTaBuTenen) wu
negarormyeckon obLLEeCTBEHHOCTN.

OdmumanbHblie UHTEepHeT-pecypcbl
O6uweobpasoBaTeribHbIM  OpraHM3auusiM pPEKOMEHOYEeTCS Ha CBOUX odumumanbHbIX
NHTepHeT-pecypcax  obecneuntb  (PYHKLUMOHMPOBAHME  CaMOCTOSTENBHOIO WU
cneumanuampoBaHHoro pasgena "MHdopmaumoHHas ©Ge3onacHocTb", B pamKax
KOTOPOro npeaycMoTpeTb pasMmelleHne cneagyrowen nipopmaumm:

N|  Pasges/mogpazaen Dopmar Coaep;kaHue MaTepHaJIoOB




NpeACTaABJICHHUA
MaTepUuaIoB
PazmMeraroTcss KOUU 10KyMEHTOB, T.€.
CKQaHUPOBAHHBIM BapUaHT IOKYMEHTA,
COOTBETCTBYIOLIUI TpeOOBAHUAM K
JlokanbHbIe apameTpaMm ckaHupoBaHus. PazMernatorcs
HOpMaTHUBHBIE AKThI B [TOKYMEHTBI, perylaMeHTUPYIOLIHE
cepe obecrieueHus OpraHu3aluio U padoTy ¢ NEePCOHATbHBIMU
H(bOpPMAaLMOHHOM Konuu TaHHBIMM, TUIAHBI MEPONPUATHH 1O
0e30nacHOCTH ITOKYMEHTOB B oOecrneueHHo HH(HOPMaIIMOHHON
JoOyuaromuxcst dbopmate *PDF  |6e3omacHocT 00y4aromuxcs 1 Ipyrue.
[TyGuIMKyIOTCS aKTyallbHbIE CBEJIEHUS O
(benepanbHbIX U PErHOHAIBHBIX 3aKOHAX,
[ICbMaxX OPraHOB BJIACTH U JpyTHUe
HOPMaTHBHO-IIPABOBbIE JOKYMEHTHI,
[periaMeHTHpyole odbecrneyeHue
MH(pOpMaMOHHOM 0€30IMacHOCTH
HECOBEpLICHHOJIETHUX. [loycKkaeTcst BMECTO
Konuu KOIMIA pa3MelaTh 'MIepCcChUIKN Ha
HopmartusHOe ITOKYMEHTOB B COOTBETCTBYIOIIME JOKYMEHTHI Ha caifTax
€ryJIMpOBAHUE dopmare *PDF  [opranos rocynapcrsenHoii BiacTu.
Pa3meraroTcss METOMUECKHE PEKOMEHIallun
TexcT Ha 1 yKa3bIBaeTcs HH(OpMaLUs O
CTpaHHULE caiTa |[MEepONpUATHUSIX, MPOEKTaX U IporpaMmmax,
Konmn HAIIPABJICHHBIX Ha MOBBIILIEHUE
[legarornueckum ITOKYMEHTOB B H(OpMallOHHON TPAaMOTHOCTH
a0OTHHUKaM dbopmare *PDF  [memarornueckux pabOTHUKOB.
Pa3meriaercst ”HQOpMaIMOHHAs TaMsITKa
(mpunoxenue N 2) U yka3pIBaeTcs
MH(OpMaLKs 0 MEPOTIPUSATHUSX, TPOEKTAX U
[IporpaMMax, HallpaBJICHHbBIX Ha MOBBIIICHNE
Texcr Ha H(OpMallOHHON TPAMOTHOCTH
JOGyuarommmcst CTpaHHIlE caiiTa |00yJaroIMXcsl.
Poautensm (3aKkOHHBIM
[Ipe/ICTaBUTEIISIM) TekcT Ha Pa3meraercst ”HQpoOpMaIMOHHAs TaMsITKa
JoOygaromuxcs cTpanulle caiita |(mpunoxkenne N 3).
Pazmeriaercst nuHpopManus o
[PEKOMEH1YEMBIX K MCIIOIb30BaHUIO B
Jlerckue O6e3onacHble TexcT Ha yueOHOM Tpoliecce Oe30IacHbIX caiTax,
JcalTsl CTpaHMIIe caiiTa [0aHHEepHI 6€30MaCHBIX JETCKUX CAHTOB.




OpraHam, ocylwecTBnAOWNM yrnpaBrneHme B cepe obpa3oBaHnd, pekoMeHayeTcs Ha
cBoux  oduumanbHbix  MIHTepHeT-pecypcax  obecneuntb  (OYHKLMOHMPOBAHME
CaMOCTOSATENIbHOIo n crneumanusavpoBaHHOro pasgena "MIHhopmaumoHHas
GesonacHoCTb", B paMKax KOTOpPOro npeaycMOTpeTb pasMelleHne CcrieaytoLlen
NHopMauuu:

MpunoxeHne N 1

NMAMATKA
Ons osYYALWMxcAa o UHOOPMALIMOHHOW BE3OMNACHOCTU OETEN

HEJ1b3A
1. Bcem nogpsa coobuwiate CBOK YacTHY MHGOpPMaUMo (HacToswme uma, damunumio,
TenedoH, agpec, HOMep LWKOfbI, a Takke poTorpadmm CBOU, CBOEN CEMbU N OpY3eN);
2. OTKpblBaTb BrIOXEHHble (ansibl  9NEKTPOHHOW MOYThbl, KOrga He 3Haelb
oTnpasuTens;
3. [pybutb, npugupatbCs, oOKasblBaTb [aBreHWe - BeCTU cebs HeBeXnMBO WU
arpeccuBHo;
4. He pacnopsbkancs geHbramm TBoen cembi 6e3 paspelleHunsa cTaplux - Bcerga
cnpawuBan poautenen;
5. He BcTpevaincs ¢ VIHTepHeT-3HAaKOMbIMW B pearibHOM >XU3HWU - MOCOBETYMCS CO
B3pOCIbIM, KOTOPOMY JOBeEpPSieLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobum 06 aTtom
CBOMM pPOAUTENSAM UMW ONEKyHaM;
2. MNpuvrnawatoT nepenncbiBaTbCs, Urpatb, 0OOMeHnBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue gannos B HTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBan B3pocCsibiM 0 npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3yn HacTpounku 6e30nmacHOCTU M MPUBATHOCTU, YTOObI He MNOTepsATb CBOU
aKKayHTbl B COLICETSX U OpYyrnx nopTanax.
MOXHO
1. YBaxawn gpyrmx nonb3oBaTenen;
2. Nonb3yewbca VIHTEPHET-UCTOYHUKOM - Aenain CCbIfIKy Ha Hero;
3. OTKpbIBaM TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;
4. ObwaTbCs 3a NOMOLLLI B3POCHbIM - pOAUTENN, ONEKYHbI N aAMUHUCTPaUNS CanToB
Bcerga nomoryr;
5. Tlponan ob6yyeHne Ha caunte "CeTeBMYOK" M nony4ynm nacnopT uUMdpoBOro
rpaxgaHuHal

MpunoxeHne N 2

MHO®OPMALIMOHHAA MAMATKA
and oby4YALRLWUXCA onAd PASMELLEHUA
HA O®PULNATIbHbIX MUHTEPHET-PECYPCAX



C kaxxgblM rogoM MONOAEXM B UHTEPHETE CTAHOBUTBLCA OOnNbLUE, a LWKOJNTbHUKN O4HN U3
caMbIX aKTMBHbIX Nofib3oBaTernen PyHeta. Mexay Tem, NOMMMO OFpOMHOrO KOfnn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M npobrnembl. JTa nNamsTka AOO/MKHA Nomouvb Tebe
6e30nacHO HaxoauTbLCS B CETU.

KomMnbloTepHbie BUPYChI

KoMnbloTepHBIMN  BUPYC - 3TO  Pa3HOBUAHOCTb  KOMMbKOTEPHbLIX  Mporpamm,
OTINYNTENBHON OCOOEHHOCTBLIO KOTOPOW SABNSAETCS CMOCOOHOCTb K pa3MHOXeHut. B
AOMNOSIHEHME K 3TOMY, BUPYCbl MOTYyT MOBPEOUTb WU MOMHOCTBK YHUYMTOXUTbH BCe
dannbl 1M OaHHble, NOAKOHTPOSbHbIE MNONb30BATEND, OT WMMEHM KOTOoporo Obina
3anylleHa 3apaxeHHasa nporpaMmma, a Takke MOBpeauTb WM Jaxe YHUYTOXUTb
onepaumoHHy0 cuctemy co Bcemu dpavnamu B uenomMm. B GonblnHCTBE criyvyaeB
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToapb! 3ainTbl OT BPEAOHOCHbLIX MPOrpamMm:

1. cnonb3yn coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEIOLLINE Cepbe3HbI YPOBEHb
3alUnTbl OT BPEAOHOCHbIX NporpamMm;

2. lNocTosiHHO ycTaHaBnvBan nadTn (UMcpoBble 3annaTkyi, KOTopble aBTOMaTUYeCKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUA CBOeN
ornepaumoHHon cuctembl. CkadmBanm nUx TOSNbKO C opuLManbHOro canta paspaboTymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCcKoro 0OHOBMEHNS, BKIOYN €r0;

3. Pabotam Ha cBoeM KoMMbkTEepe o4 npaBamMu MOfb3oBaTens, a He
agMuHUCTpaTopa. 3TO He NOo3BOSIMT  OONbLUMHCTBY BPELOHOCHBLIX MNporpamm
WHCTanNNMpoBaTbCs Ha TBOEM MNEPCOHANTbHOM KOMMNbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbl U3BECTHbIX NPOU3BOAUTENEN, C
aBToMaTn4yeckum obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX L,

6. Micnonb3ymn BHELLHWE HOCUTENW MHpopMaLnn, Takue Kak drieLlka, guck unu gamn s
WHTEPHETAa, TONbKO M3 NPOBEPEHHBIX NCTOYHUKOB;

7. He OTKpblBan KOMMNbIOTEPHbIE hainbl, MOSyYEHHbIE U3 HEHAAEXHbIX UCTOYHMKOB.
Haxe Te dannbl, KOTOpble NpUcan TBOW 3HAaKOMBbIN. Jlyylle yTOYHW y Hero, oTnpasnsn
nun oH Tebe unx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepedayn AaHHbIX, HE TEXHONOrMMA, a BCero nub OpeHa, mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpupoBana 6peng "WECA", uto
obos3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbln nepeBoAUTCS Kak
"GecnpoBogHast TOMHOCTL".

[lo Hawero BpemeHu fowna apyrass abbpeBmaTypa, KOTOpasd SIBMASETCA TaKOW Xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHOapT Bbiclwen 3ByKoBoM TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BbicOKas
TOYHOCTBL".



Ha, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENAX N adponopTax ABMASETCH OTIIMYHON
BO3MOXHOCTbIO BbIXO4a B WHTEPHEeT. Ho MHOorme aKcnepTbl CYMTAKT, 4TO
obwepnoctynHble Wi-Fi ceTn He aBnatoTca 6e3onacHbIMM.

CoseTbl No 6e3onacHocTu paboTbl B 06wwenocTynHbIx ceTax Wi-fi:

1. He nepepaBan cBot nu4Hyto MHpopmauuio vepes obuwenoctynHoele Wi-Fi cetu.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naponiv 4OCTyna, NOrMHbI U Kakne-To HoMepa;
2. Vicnonb3yn n o6HOBNS aHTMBUPYCHbIE NporpamMmmbl U GpaHamayep. Tem cambim Tbl
obesonacuub cebsa OT 3aKkadkm BUpyca Ha TBOe YCTPOWCTBO;

3. MNpun wncnonb3zoBaHun Wi-Fi oTknioum dyHkumio "O6wmn goctyn Kk annam u
npuHTepam”. [aHHas QyHKUMA 3akpbiTa MO  YMOMYaHUIO, OAHAKO HeKoTopble
nosfib3oBaTesiv akTUBUPYIOT ee And ygobcTea ncnonb3oBaHnsa B paboTe unm yyebe;

4. He vcnonb3yn nyonuuHein WI-FI ona nepegaym nNuYHbIX OaHHbIX, Hanpumep Ans
BbIX04a B coumnarbHble CETU UIN B ANIEKTPOHHYIO MOYTY;

5. Wcnonb3yn TonbKo 3awmuieHHoe coeuHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B wmobunbHOoM TenedoHe oOTkMuM  yHKumMo - "TlogknwodeHne k- Wi-Fi
aBToMaTu4yeckun". He gonyckanm aBTOMaTU4eCKOro MOAKMOYEHUA YCTPOMUCTBA K CeTAM
Wi-Fi 6e3 TBOErO cornacus.

CouuanbHble ceTu

CoumanbHble CeTU akTUBHO BXOOAT B Hally XW3Hb, MHOrMe nioan pabotatoT U XUByT
TaMm MOCTOsiHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBeK, 4TO
ABMSETCA OOHOM CceobMOW BCexX XuTenen nnaHetbl. MHoOrve nonb3oBaTenu He
NMOHMMALOT, YTO MHOPMaUMA, pasMeLLleHHass MU B cOoUMarnbHbIX CETAX, MOXET OblTb
HangeHa W UCMonb3oBaHa KemM YrogHo, B TOM u4ucrie He obsasaTtenbHO ¢ 6narumm
HaMepeHNAMMN.

OcHoBHbIe coBeTbl N0 6e30MacHOCTM B couMarnbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y 1ebs B Opy3bAX He [JOIMKHO OblTb CriydYamHbIX W
He3HaKOMbIX N0AEN;

2. 3awumuian cBOK YacTHYK XM3Hb. He ykasbiBan naponuv, TenedoHbl, agpeca, aaty
TBOEr0 POXAEHUS W APYryl JUYHYIO WHAOPMauui.  3r0YMbILLSIEHHUKA  MOTYT
Mcnonb3oBaTh Adaxe WHOpPMauUuK O TOM, Kak Tbl UM TBOW poauTenn nnaHupyete
NPOBECTU KaHUKYNbI;

3. 3awumwan ceow penytauuio - AepXn ee B YANCTOTE U 3agaBan cebe BOMpoc: xoTen
Obl Tbl, YTOObLI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaewbs? [Nogyman, npexae
YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuLLb C NIOABMU, KOTOPbLIX HE 3Haellb, HEe MUCMOSb3yn CBOE pearbHoe
UMSI U OPYTYIO JIMYHYIO MHAPOPMaLMKN: UMSA, MECTO XUTENbCTBA, MeCTO y4ebbl 1 Npoyee;
5. N3beran pasmewieHnsa gotorpaduin B IHTepHeTe, rae Tbl M306paXkeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO OonpeaennuTb TBOE MECTOMONOXEHNE;



6. Mpwn pernctpaumm B coumnanbHON CETU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPOX,
cocrosime n3 6ykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ina coumanbHOM ceTn, NOYTbl U OPYrMX cauToB HEOHXO4MMO MCMOMb30BaTh pasHbIe
naponu. Toraa ecnu Tebs B3noMatoT, TO 3MI0YMbILLNIEHHMKN NOSyYaT AOCTYN TOSMbKO K
O[HOMY MeCTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEeHbIN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cnocob nnartexewn, O4HaKo CyLLEeCTBYIOT
MOLLEHHUWKU, KOTOPblEe XOTAT MOMNYyYnTb 3TU AEHbIN.

ONEKTPOHHbIE OeHbIMN MOABUIINCL COBCEM HedaBHO U MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOMMCaHo NPo HUX B 3aKOHaX.

B Poccun ke OHM (PYHKUMOHMPYIOT M O HUX YXe MponMcaHO B 3akoHe, rae ux
pas3fnensatT Ha HECKOMbKO BMOOB - aHOHUMHbIE N HE @aHOHUMHbIe. Pa3Huua B TOM, YTO
aHOHVMMHbIE - 9TO Te, B KOTOpPbIX paspellaeTcsas npoBoAuTb onepaunn 6e3
noeHTurKaumm nonb3oBaTens, a B HEaHOHUMMHbIX MaeHTUdUKauna nonb3oBaTtens
aBnseTca obazaTesibHON.

Takxke crnegyeT pasnuyaTb 9NEKTPOHHble omaTHble OeHbMM (paBHbI rOCY4apCTBEHHbBIM
BaniTaMm) U ONEeKTPOHHble HeduaTHble AeHbrinm (He paBHbl FOCYyAAapPCTBEHHbLIM
BanTam).

OcHoBHble coBeTbl No BesonacHon paboTe C ANEeKTPOHHLIMU AeHbramu:

1. TpuBsHKM K cHETY MOOUNBHBIM TenedoH. 3TO cambin yOOOHbIN U BbICTPbIN cNOCco6
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBasaHHbIn TenedoH noMoxeT, ecnu 3abyaellb CBOM
nnaTeXxHbl Naposnb UNu 3angellb Ha CanuT C HE3HAKOMOro YCTPOWCTBA;

2. Wcnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha YCUMEHHYH aBTOpu3auuio
Tebe yxxe He ByaeT yrpoXkaTb OMACHOCTb KpaXu Unu nepexasarta nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam OydeT He NpOCTO yragaTb CHOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKMOYaOT B cebs CTPOYHbIE M MPOMUCHbIE BYKBLI, UUAPbLI U HECKOSTbKO CUMMBOJSIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBEPSAELLb.

OneKTpoHHas noyrta

ONEeKTPOHHas noyTa - 3TO TEXHONOMSA U NPeAoCTaBsSEMbIE €10 YCIYrn NO NepechINnke n
NOSTYYEHUIO SNEKTPOHHBIX COOBLEHUI, KOTOpble pacnpenensitoTcsa B KOMMbOTEPHOMN
ceTn. OB6blYHO O3MEKTPOHHBIA MNOYTOBbLIA SAWMK BbIMSAUT  cnegylowmm  obpasom:
UMs_nonb3oBaTtenda@ums_aomMeHa. Takke Kpome nepegadun npocToro Tekcta, UMeeTcs
BO3MOXHOCTb nepeaasaTtb oansibl.

OcHoBHble coBeTbl NO BesonacHon paboTe C INEeKTPOHHOW MOYTON:

1. Hago BbI6paTb NpaBuUsibHbIN NOYTOBLIN CepBUC. B MHTEpHETE €CTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO Nydlle OOBEPSTb T€M, KOro 3Haellb U KTO
nepBbIN B PEUTUHTE;



2. He ykasbiBan B NIMYHOM NOYTE NMYHYIO MHOopMaumo. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIi_(paHat@" unu "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHy aBTopm3auuio. ATO Korga noMmMMmo naposist HY>XXHO BBOAUTb
Kog, npucbinaemel no SMS;

4. Bbibepn cCnoxHbln naposib. [Ons Kakgoro nodTtoBOro smMka AoSmkeH OblTb CBOW
HaOeXHbIN, YCTONYMBLIN K B3ITOMY Mapofb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMYy CBOW FIMYHbIM BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yn HecKonbKO MOYMTOBLIX AWMKOB. [lepBblM A58 YaCTHOW Nepernucku ¢
agpecataMmu, KOTOpbIM Tbl [OBepsellb. JTO 3JrEeKTPOHHbIM afdpec He Hago
Mcrnonb3oBaTh NPU perncTpauumn Ha oopymMmax u camrtax;

7. He oTkpbiBan hannbl U gpyrne BNOXeHUs B NUCbMax, JaXke eCriv OHU NpULLIn OT
TBOUX ApYy3en. Jlydlue yTOYHW y HUX, OTNPaBnsany N oHn Tebe atu dannsi;

8. lNocne okoH4YaHMs paboTbl HA NOYTOBOM CepBUCE MNepen 3akpbiTUEM BKNagku C
canToMm He 3abyab HaxaTtb Ha "BbiTn".

KnbepOynnuHr nnu supTyanbHoe n3geBaTensCcTBO

KnbepbynnuHr - npecnegoBaHue COOBLEHNAMM, coaepXawuMmn OocKopOneHus,
arpeccuvio, 3anyrmBaHue; XyruvraHcTBO; coumanbHoe OO0MKOTMpPOBaHME C MOMOLLbHO
pasfinyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocancs B 6on. Jlydwmi cnocob: nocoBetoBaTbCA Kak cebs BECTU U, eCnn HeT
TOro, K KOMY MOXHO 06paTuTbCs, TO BHayane ycrnokoutbcd. Ecnn Tbl HayHewb
oTBeYaTb OCKOPOMNEeHnAMM Ha OcCKOpOneHusi, TO TONbKO elle 6onblle pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMas. CyullecTBYHOT Crnocobbl BbISCHUTb, KTO CTOUT 3a
aHOHVMHbIM aKKayHTOM,;

4. He cTonT BECTU XynuUraHckum obpas BuUpTyanbHOW Xn3Hn. IHTepHeT cumkcupyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx dyget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYarbHY YeCTb CMOSIOAY;

6. WrHopupyn enuHunyHbIn HeraTuB. OpHopasoBble OcCKOpbuTenbHble CcoobLLEeHNS
nyywe nrHopupoaTb. OBbIMHO arpeccusi NpekpaLwaeTca Ha HavanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLEHUSIMKU, B
coumarnbHbIX CEeTAX €eCTb BO3MOXHOCTb OIOKMPOBKM OTMApPaBKM COOOLLUEHUA C
onpeaenieHHbIX aapecos;

8. Ecnn TbI cBugetenb kubepbynnuHra. TBOM [LEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTtens, NokasaTb €My, 4YTO €ero [AencTBus OLEHMBAKTCH HeraTmsHO,
nogaepxaTb XepTBy, KOTOPOW HyXXHa Ncmxonornyeckas nomollb, CoOo0LMTb B3pOCHbIM
0 (hakTe arpecCcuBHOro NoBeaeHUs B CETW.

MoObunbHbIM TENedOoH



CoBpemMeHHble cMapTOHbl M nnaHweTbl cogepXar B cebe BMONMHE B3POCIbIN
dyHKUMOHAs, U Tenepb OHU MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMU.
OpHako, cpeacTB 3almThl Ans NOA0OHbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N NMOUCK YS3BUMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans MK, To e camoe
KacaeTcsa 1 MOOUNbHbLIX MPUITOXEHNNA.

CoBpeMeHHble MOOUIbHblE Opay3epbl yxe MpakTUYeCcKn [AOorHanuM HacTofbHble
aHanoru, ogHako paclmpeHne yHKUuMoHana BneyeT 3a cobon 6onbLUylo CIIOXHOCTb U
MEHbLUYH 3aLULLEHHOCTb.

[laneko He BCce NpoM3BOAUTENWN BbiNyCcKalOT OOHOBNEHUS, 3aKpbiBalOLLME KPUTUYECKUE
YSI3BMMOCTU OJ151 CBOUX YCTPOMUCTB.

OcHoBHble coBeTbl Anga 6e3onacHocTN MOBUNbHOro TenedoHa:

Huuero He siBnsieTca no-Hactosiwemy becnnatHeiM. Byab ocTopoXeH, Beab korga tebe
npegnaratoT 6ecnnaTtHbli KOHTEHT, B HEM MOTYyT OblTb CKPbITbl KakuMe-TO nraTHble
ycnyru;

Adyman, npexae 4yem otnpaBute SMS, ¢oTO Unn BUAEO. Thbl TOYHO 3Haellb, rae OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTOHa;

Mcnonb3yn aHTMBMPYCHBbIE NporpamMmMbl 4511 MOBUITbHBIX TENE(OHOB;

He 3arpyxan NpunoxeHns OT HEU3BECTHOro UCTOYHWUKA, BeOb OHWU MOTyT cogepxaTtb
BpedOHOCHOE nporpaMmMHoe obecneyeHmne;

Mocne ToOro kak Thbl BbIMOELWb C cauTa, rge BBOAWUM NUYHYIO MHOpMaUMio, 3anan B
HacTpownku 6paysepa n yganu cookies;

Mepuogmyeckn NpoBepsivi, Kakme nnaTHble YyCnyru akTMBMpOBaHbl HA TBOEM HOMEPE;
[aBan cBo HOMepP MOBUBHOro TenedoHa TOMbKO NMIOASM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepsieLLb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nonb3yelbes. He 3abbiBan nHoraga
NpPoBEPSATb 3TO.

Online wvrpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLLME pa3BrevYeHUs,
obbeanHsaLWMe COTHU ThICAY YenoBek Mo BceMy Mupy. Vrpokn nccneayroT AaHHbIN UM
MuUp, obLwialTcsa Apyr C OPYroMm, BbINOSHAKT 3a4aHus, cpaXarTcss C MOHCTpaMun u
nofyyaroT onbIT. 3a YyOOBOMbCTBME OHM MNNATAT: MOKynawT AUCK, onnaduBatroT
aboHeMeHT nnu npnobpeTarT Kakme-To Onumn.

Bce atm cpenctBa mayt Ha noggepxaHwe U pasBuUTUE UIrpbl, a TakKkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLNK, BbINMYCKAOTCS HOBbIE MaTyu
(uncpbpoBble 3annaTkmn Ansi NporpamMmMm), 3aKpbiBalOTCHA YA3BUMOCTU CEPBEPOB.

B nogoOHbIX urpax CTOMT onacaTtbCsi HE CTONIbKO CBOMX COMEPHUKOB, CKOMBbKO KpaXku
TBOEro naporsisi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopm3aumm BONbLUMHCTBA UTP.
OcHoBHble coBeTbl N0 6&30MacHOCTM TBOErO UFPOBOrO akkayHTa:



1. Ecnu gpyron urpok BegeT cebsi nnoxo nnm cosgaet Tebe HenpuATHOCTH, 3abnoknpymn
€ro B CMCKe UrpoKoB;

2. Tloxanynca agMuvHUCTpaTopaM Wrpbl Ha nMroxoe noBefeHue 3TOro WUrpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nn4Hyto MHGopmMaumio B npodanne urpsbl;

4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycTaHaBnvBam HeomumnarnbHble naTtin n Moapl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Daxe BO BpeMs Urpbl He CTOUT OTKMOYaTb aHTUBUPYC. [Moka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

OULLINHT AN Kpaxka NNYHbIX JaHHbIX

O6blyHOM Kpaen AeHer U OOKYMEHTOB CErofHsa YXe HUKOro He yauBULb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMA 3MI0YMbILLIIEHHUKM MEPEMECTUNICE B UHTEPHET, ”
NPOAOSKaT 3aHUMaTbCs "NodnMbIM" genom.

Tak nodBmnacb HoBas yrpo3sa: UHTEPHET-MOLIEHHNYECTBA UM PULLNHT, rNaBHasa uenb
KOTOPOro COCTOUT B TMOSyMEHUN KOHMUAEHUMANbHBLIX AaHHbIX Mofnb3oBaTtenen -
norvHoB 1 napornen. Ha aHrnuickom asbike phishing untaeTca kak dpuwmHr (ot fishing -
pblbHas noens, password - naporsb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMM akkayHTOM. Ecnn Tbl nogospeBaellb, YTO TBOS aHkeTa Obina
B3NloMaHa, To HeobxogMmMo 3abroKMpoBaThb ee N cCoobLWNTL agMUHUCTPaToOpaM pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©Oe3onacHble Beb-canTbl, B TOM 4uUCre, WHTEPHEeT-MarasvHoB W
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnv 1ebs B3nomaroT, TO
3M10yMbILLMIEHHWKM NoslydaT SOCTYN TOSIbKO K OAHOMY TBOEMY MPOMUIo B CETU, a He KO
BCEM;

4. Ecnun Teba B3nomanu, TO HeobxoguMmo npeaynpeantb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasrieHbl y Teba B Apy3bsiX, O TOM, YTO Tebsi B3riomanu u, BO3MOXHO, OT
TBOEro meHun ByaeT paccbinaTtbCsa Crnam 1 CCbINKM Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbLIN TenedoH;

6. OTKNOYKN coxpaHeHne napond B bpaysepe;

7. He oTkpbiBan gpannsl U gpyrue BIIOXEHUS B NMUCbMax, AaXe ecriv OHW Npunn oT
TBOUX ApYy3en. Jlydlle yTOYHN Y HUX, OTNPaBNAnmM N oHn Tebe aTn annsl.

Lindposas penytaums

Lindposas penyTtaums - 370 HeraTMBHasi UM NO3MTUBHasS MHopMaunsa B ceTu o Tebe.
KomnpomeTupytowaa nHgpopmMmaums, pasmMmelieHHasi B UHTEPHETE, MOXET Cepbe3HbiM
obpasom oTpa3nTbCs Ha TBOEW pearnbHOW Xu3Hu. "Lindposas penytaums” - 310 TBOM
UMUK, KOTOPbIN hopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.



TBOe MecTo XuTenbCTBa, Yy4yebbl, TBOE (PMHAHCOBOE MNOSIOXEHME, OCOBEHHOCTU
Xapaktepa n pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorme nNoapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukauum nMYHon MHdopmaumm B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeAcTBUN. Thbl AaXe He CMOXelUb JoragaTbCH
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebs Ha paboTy.

KoMmeHTapuu, pasmelleHne TBoux doTtorpacdovin v apyrme OencTBus MOryt He
MCYE3HYTb Jaxe Mocfe Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWI 3Ty
WHopMauuio, nonasa fiM oHa B MOWCKOBblE CUCTEMbI M COXpaHUMacb M OHa, a
rmaBHOE: YTO nogymalroT O Tebe OoKpyxawlime noan, KoTopble HauayT U yBUAAT 3TO.
Hantn nHgpopmaumio MHOro net Cnycta cMoxeT Nobon - Kak U3 4obpbix NodyXaeHUN,
TaK U C HAMEPEHNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YroaHO.

OcCHOBHbIe COBETbI NO 3aLuMTe LNMGPOBON penyTaummn:

1. Nogyman, npexae 4Yem 4TO-TO Ny6rMkoBaTb M NepefaBaTb y ceba B Grore vnun B
couunanbHOu CeTu;

2. B HacTpownkax npodunga yCTaHOBWU OrpaHMYeHns Ha NpoCMOTp TBOEro Npodouns n ero
COAepXXMMOoro, caenan ero TofbKo "ansa apysen”;

3. He pasmelwan n He ykasbiBan MHOpMaLMIO, KOTOpasa MOXeET KOro-nmbo ockopbnatb
nnm obwxaTb.

ABTOpCKOE NnpaBo

CoBpeMeHHble LUKOMbHUKM - aKTUBHblE MONb30BaTeENU LUGPOBOro MNPOCTPaHCTBa.
OpaHako Janeko He Bce 3HatoT, YTO NOSb30BaHME MHOMMMU BO3MOXHOCTSAMU LUGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMunH "MHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCS K PasfvyHbIM TBOPEHUSM
4YerioBeYeCKOro yMa, HauuHasi C HOBbIX W300peTeHuM KU 3HakoB, OOO3Ha4aroLLMX
COBCTBEHHOCTb Ha NPOAYKTbl M YCRyrn, W 3akaHyMBas KHuramu, dooTtorpadusmu,
KWHO(UIIbMaMKN 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKMe npaBa - 3TO NpaBa Ha UHTENNEKTyarnbHYy COBCTBEHHOCTb Ha NPOM3BeAeHNS
HayKu, nMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4ecTBe rapaHTuu
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUIN TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy
crnpaBeaniMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAda, NosnyyvvTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHns aBTopa He MOXET BOCMPOU3BOOUTb
ero npouvsBedeHune, pacnpocTpaHATb, MybrMYHO OEMOHCTpMpoBaTh, NpoAaBaTth,
MMMOPTMPOBATh, NycKaTb B MpokaTt, MyGrMYHO MCMONHATbL, MOKa3blBaTb/MCMOMHATL B
achupe unu pasmewiatb B IHTEpHETE.

Mcnonb3oBaHue "nupaTtckoro” nporpaMMHOro obecneyeHns MoXxeT NPUBECTU K MHOTUM
pUckam: OT NOTEPU OaHHbIX K TBOMM akkayHTam 40 GrOKMPOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBIeHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 GecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HAaNUTN B CETW.

O noptane



CeTeBUYOK.pp - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXelWb Yy3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM S3bIKOM, @ MNpPW BO3HWKHOBEHUU
KPUTUYECKON cuTyaumm obpaTuTbCa 3a COBETOM. A Takke MpUHATb YyyacTue B
KOHKypCcax 1 ctaTb caMbliM UUAPOBLIM rpaxgaHMHOM!

MpunoxeHne N 3
NAMATKA Ons POOUTENEN OB MH®OPMALIMOHHOW EE3OMNACHOCTU OETEN
OnpegeneHne TepmuHa "mHpopmaumMoHHaa ©e3onacHOCTb OeTen" coaepXxuTca B
depepanbHom 3akoHe N 436-03 "O 3awmte geten oT uMHopMauumn, NPUUYNHSIOLLEN
Bpen MX 300pOBbI0 U Pa3BUTUID", perynmpyroLmMM OTHOLLEHUS, CBA3aHHbIE C 3aLUUTON
aeten o1 uHOpMauuu, NPUYUHAKOWEN Bped WX 340pOBb0 U (MNKN) PasBUTULO.
CornacHo gaHHOMY 3aKOHY "MHopMaunoHHas 6e3onacHoCTb geTen” - 3TO COCTOSAHuE
3alMLULEHHOCTN, MNPU  KOTOPOM OTCYTCTBYET PUCK, CBS3aHHbIM C MNPUYNHEHUEM
NHpopmaumnen Bpeaa ux 3gopoBbio U (MNn) PU3NYeCcKoMy, NCUXNYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 wuHdopmauumen, npuymHsoWen Bpen
3[0pPOBbIO U (UNN) Pa3BUTUIO AeTeN, ABMSETCA:
1. NH(popMaums, 3anpeLLeHHasa s pacnpocTpaHeHnsa cpean oeTeu;
2. HcopmaLmsi, pacnpocTpaHeHne KOTOPOM OrpaHNYeHo cpean aeTen onpeneneHHbIX
BO3paCTHbIX KaTeropun.
3. K nHhopmaummn, sanpeLleHHon ang pacrnpocTpaHeHus cpeau geTten, OTHOCUTCS:
4. vHdopmaums, nobyxgawwas geTen K COBEPLUEHUIO OENCTBUW, NpencTaBsoLmX
Yrpo3y WX XWU3HW U (UNn) 300POBbLI0, B T.4. MPUYNHEHUIO Bpeda CBOEMY 3[0POBLHO,
camoybunncray;
5. cnocobHOCTb BbI3BaTb Y AeTen XenaHue ynoTpebuTb HapkoTMYeckue cpeacTsa,
NMCUXOTPOMNHbIE W (MNK)  ofypmMaHuBawlme BelwlecTBa, TabayHble u3genus,
arnkorofibHyt M CNUpTOCOAEepXallyto NPOaYyKUMIO, MUBO U HANWUTKW, U3roTaBnnBaemMble
Ha ero OCHOBE; MPWHATb yyacTue B asapTHbIX Urpax, 3aHUMaTbCs MPOCTUTYUMERN,
OpOAAKHNYECTBOM NN NONPOLLIANHUYECTBOM;
6. obocHoBbIBalOWas wnM onpasgbiBawolwaa [OMYCTUMOCTb Hacunvss v (Mnn)
XectokoctTn nmbo nobyxaarwaa OCyWweCcTBNATb HACUNbCTBEHHblIE AENCTBUS MO
OTHOLLEHMIO K JNIOASM U XXUBOTHbIM;
7. oTpuuarowaa ceMenHble LEeHHOCTU U (hopMUpYIOLLAa HeyBaXKeHWe K poauTensm m
(Mnn) OpyrMm YneHam cembi;
8. onpaegbiBatoLLasi NPOTMBONPAaBHOE NOBEAEHNE;
9. cogepxaluas HeLeH3ypHyo 6paHb;
10. cogepxawiaa nHdopmMauuio nopHorpadmnyeckoro xapakrepa.
K nHpopmauumn, pacnpoctpaHeHMe KOTOPOM OrpaHMYeHo cpeau geTen onpeaenieHHoro
BO3pacTa, OTHOCUTCS:



1. nHpopmaumsa, npencraesnsemas B BUOe M300paKeHUst Unm ONMCaHUS XXECTOKOCTH,
dumsmyeckoro un - (MNK)  NCUXMYECKOTO  Hacunus, MNPecTynfieHns UM UHOro
aHTMOOLLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOLWas y AeTen cTpax, yac UNnu naHuky, B T.4. NpeacraBndemasi B Buge
N306paKeHNsa WNn OMNMCaHUA B YHWXKaIOLWEN YerioBeYeckoe [AOCTOMHCTBO dhopme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHusd, camMoybuMCTBa, HECHACTHOro crny4as,
aBapuuv nnu katactpodbl 1 (UnN) UX NOCNEACTBUN;

3. npeacrtaBnsemas B BUAE M300paKeHMs UNn ONMCaHUSA NOSIOBbIX OTHOLUEHUA MeXAay
MY>XHYUHOW U XEHLLMHOW;

4. cogepxalwas OpaHHble croBa W BbIPaXEHWUS, HE OTHOCALIMECHA K HeLeH3YpPHOMU
OpaHu.

C ydetom aToro Bam npepgnaratotca npasuna paboTtbl B cetn WHTepHeT ans
Pa3fnnYHbIX BO3PACTHbIX KaTeropumn, cobnogeHne KOTOpbIX MNO3BONUT obecnednTb
NHOPMaLNOHHYO 6e30NacHOCTb BalnNX OETEN.

O6wwue npaBuna ansa poantenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ynTe nporpammHoe obecneyeHue,
nomMmorawwiee UNbTPOBaTb M KOHTPONMPOBaTb MHpoOpMauMlo, HO He nonaranTechb
NOJSTHOCTBIO Ha Hero. Bawe BHUMaHWe K pebeHky - rmaBHbI MeTo 3aLLmThl.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OOHOM M3 couuanbHbIX CepBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaTENbHO U3y4uTe, KaKyto
MHOPMaUUIO MOMELLAT ero y4yacTHWKM B CBOMX npodunsax u 6riorax, BkNo4yas
doTorpacun n BUAEO.

3. lNpoBepbTe, C KakMMU ApyrMMW canvTamu CBSA3aH coumanbHbli cepBuc Bawero
pebeHka. CTtpaHudkm Bawero pebeHka wmoryT ObiTb 6e3onacHbiMW, HO MOTyT W
coepXaTtb CCbIfIKM Ha HexernaTtesnbHble U OnacHble CanTbl (HanpuMep, NOPHOCANT, UK
canT, Ha KOTOPOM Apyr ynoMuHaeT Homep coToBoro TernedoHa Bawero pebeHka mnnm
Baw gomawHunin agpec)

4. MNoowpsante Bawunx geten coodbiatb 000 BCEM CTPaHHOM UMK OTTanNkuUBatoLeM U He
CINULLKOM OCTPO pearnpymTe, Korga OHuM 37O AenatoT (M3-3a onaceHusi noTepsaTb SOCTYnN
K WHTepHeTy OeTu He roBOpAT poauTensamMm o npobnemax, a Takke MOryT HadaTb
Mcnonb3oBaTh VIHTEPHET BHE JOMa WU LUKOMbI).

5. byabTe B Kypce ceTeBou xn3Hn Bawero pebeHka. MIHTepecynTech, KTO UX APYy3bs B
MHTepHET Tak Xe, Kak MHTepecyeTecb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 oo 8 net

B NHTepHeTe pebeHoKk cTapaeTcs NOCETUTb T€ UM UHbIE CanTbl, @ BO3MOXHO U 4aThl,
paspelleHne Ha MocCeLlleHne KOTopbiX OH He nonyyun 6bl oT pogutenen. Moatomy
pooutenam ocObeHHO nofie3Hbl OByayT Te OT4eTbl, KOTOpble NPeaoCTaBrsTCA
nporpaMmamMm Mo OrpaHuUYeHutd ucnonb3oBaHus WHTepHeTa, T.e. PoauTtenbckuin
KOHTPONb U TO, YTO Bbl CMOXETe YBUAETb BO BPEMEHHbIX hannax. B pesynbTarte, y
pebeHka He OyaeT OLWyLEeHUs, YTO 3a HUM BeAeTCs MOCTOSAHHbLIA KOHTPOSb, OOHaKo,



poautenu GyoyT no-npexHemy 3HaTb, Kakme canTbl nocewaeTr ux pebeHok. [etn B
AaHHOM Bo3pacte obnagatT CUbHbIM YyBCTBOM CEMbM, OHM [LOBEPYMBbLI U He
coMHeBatoTcs B aBToputeTax. OHu NoBAT urpatb B ceTeBble Urpbl U NyTELWeCTBOBATb
no WHTepHeTy, UCMNONb3ys 3SIEKTPOHHYI0 MOYTY, 3aXOAWTb Ha CaWTbl U 4aTtbl, He
peKOMeHAOBaHHbIE POOUTENSMMN.

CoBeTbl Nno 6e3onacHocTn B ceTn MHTepHeT ons geten 7 - 8 net

1. Co3ganTe cnMcoK OOMaLUHUX npaBui noceweHuss HTepHeTa npu yqactum geten u
TpebynTe ero BbINONHEHNUS.

2. Tpebynte oT Bawero pebeHka cobnogeHWss BPEMEHHbBIX HOPM HaXOXAEHUs 3a
komnbtoTepoM. lNMokaxunTte pebeHky, Yto Bbl Habnogaete 3a HUM He noTomy 4To Bam
3TO xo4veTcs, a notomy 4YTo Bbl 6ecrnokontecb 0 ero 6e3onacHOCTM M Bcerga rotoBbl
€My NoMoub.

3. KomnbloTep ¢ noakntioyeHnem K MIHTepHeTy OOMmKeH HaxoguTbCcs B oOuien KomHaTe
nog NPUCMOTPOM PoaUTESNEN.

4. /icnonb3ynTe cneymarnbHble AeTCKUe NOUCKOBbIE MALLUHbI.

5. Ncnonb3ynTe cpeactea 6NOKMPOBaHUSA HeXenaTesrlbHOro KOHTEeHTa Kak [OMOSHEHne
K cTaHAapTHOMY PoauTensCckoMy KOHTPOJSTHO.

6. CosganTe ceMeunHbl SMNEKTPOHHbIN ALWMK, 4TOObl HE MNO3BONMUTL OETAM WUMETb
cobCTBEHHbIE agpeca.

7. bnokupynte goctyn K cantam ¢ 6ecnnaTtHbIMX NOYTOBbLIMU SLLMKAMW C MOMOLLLIO
COOTBETCTBYHLLEIO NPOrpamMmMHOro obecneyeHus.

8. [lpuyunte peten coBeToBaTbCcs C Bamu nepen onybnukoBaHuem Kakon-nnbo
MHOPMaUUM CpeacTBaMU SNEKTPOHHOM MOYThbl, 4YaTOB, PErMCTPALMOHHBLIX OPM U
npodunen.

9. Hayuute peten He 3arpyxaTb pannbl, nporpammbl Unn My3blky 6e3 Bawlero
cornacusi.

10. He paspewante pgetam UCNonb3oBaTb CNYXbbl MrHOBEHHOro obmeHa
COOOLLIEHNAMMN.

11. B "6enbin" cnMcok canToB, paspeLLeHHbIX ASs NoceweHns, BHOCUTE TOMNbKO CanTbl
C XOopoLlen penyTtaumnen.

12. He 3abbiBante 6ecepoBatb ¢ getbMn 06 Mx Apy3bsax B NHTepHeTe, Kak ecrnv Obl
peyb LWa 0 Apy3bsX B peanbHOW XU3HMU.

13. He genanTte "Taby" 13 BONPOCOB MOMOBOWN XWU3HU, Tak Kak B VIHTepHeTe aeTtn moryT
Nerko HaTKHYTbCHA Ha NopHorpaduio UnNn cantsl "ansa B3pocrbIxX".

14. TMpuyunte Bawero pebeHka coobuwate BaM O mMbbIX yrpo3ax unmM Tpesorax,
cBs3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CNOKOMHLIMU U HAaNOMHUTE OETAM, YTO OHU B
Oe3onacHocTn, ecnum camu pacckasanu Bam O CBOMX TpeBorax. [loxBanute unx u
NOCOBETYNTE NOLOWTM eLLe pa3 B NOA0BHbLIX CriyyYasix.

Bospact geten ot 9 go 12 net



B maHHOM BO3pacTe geTu, Kak npaBurio, YyXXe HachnbllwaHbl O TOM, Kakas MHdopmMaums
cywectsyeT B MHTepHeTe. CoBepLlUEHHO HOPMasnbHO, YTO OHW XOTAT 3TO YBUAETD,
npo4vecTb, ycnbiwaTtb. [Ipy 3TOM HYXHO MNOMHUTb, YTO AOCTYM K HeXeraTenbHbIM
MartepmanaMm MOXHO nerko 3abnokumpoBaTb npu nomowmM cpeacte PoautenbcKkoro
KOHTpoOnS.

CoBeTbl No 6e3onacHocTn anga aeten ot 9 oo 12 net

1. Cosgante CnNUCOK JOMAaLLHUX NpaBun noceweHns MHTepHeT npu ydactum geten u
TpebynTe ero BbINOMHEHWS.

2. Tpebynte o1 Bawwero pebeHka cobnogeHnss HOPM HaxoXAeHUS 3a KOMMbITEPOM.

3. Habniopgante 3a pebeHkoM npu paboTe 3a KOMMNbIOTEPOM, MOKaXMTE emy, 4To Bbl
Becnokontecb 0 ero 6e30MacHOCTU 1 Bcerga rotoBbl Oka3aTb eMy NMOMOLLb.

4. KomnbtoTep € nogkntoydeHnem B VIHTEpHET OOMmKeH HaxoauTbca B O6Llen KoOMHaTe
nog NPUCMOTPOM PoaUTESNEN.

5. Ncnonb3ynte cpeactea 6NOKMPOBaHUSA HeXenaTesrlbHOro KOHTEeHTa Kak [OMOSHEHNe
K cTaHAapTHOMY PoauTensCckoMy KOHTPOJSTHO.

6. He 3abbiBanTe npuHMMaTb HENOCPeaCTBEHHOE Yy4vacTue B XKU3HM pebeHka,
BecepoBaTb C AeTbMU 00 X apy3bsx B HTepHeTe.

7. HacrtamBanTe, 4TOObl OE€TW HUKOr4a He corfnawanncb Ha JUYHblE BCTPEeYM C
Apy3bamu no IHTepHeTy.

8. lMo3Bonante OeTtaMm 3axoauTb TONMbKO Ha canTbl M3 "Benoro" cnucka, KOTOpbIN
co3ganTe BMecTe C HUMM.

9. lpuyunte peTenM HUKOrda He BblgaBaTb JIMYHYKO WHOpMaumMo cpeacTesamm
9MIEKTPOHHOM  MNOYTbI, 4aToB, CUCTEM MIHOBEHHOro 0bmeHa coobLeHnsMH,
PEermcTpaunoHHbIX ¢OpPM, NUYHBLIX Npodhunen U Npu pernctTpaumm Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTb nNporpammbl 6e3 Bawero paspeweHus. O6bacHUTE
MM, YTO OHM MOrYT CIlydalHO 3arpy3vTb BUPYCbl WM OpYyroe HexenatenbHoe
nporpammHoe obecneveHue.

11. Cospante Bawemy pebeHKy orpaHuMYeHHyK YYeTHYK 3anucb And paboTbl Ha
KoMnbloTepe.

12. lMpuyunte Bawero pebeHka coobwatb BaM O nOObLIX yrpo3ax WM Tpesorax,
cBs3aHHbIX ¢ MIHTepHeTOM. HanomHuTe getsam, 4to oHM B 6e30nmacHOCTU, ecrniv camm
pacckasanu Bam O CBOMX TPeBOrax u onaceHusx.

13. PacckaxuTte getsm o nopHorpadumn B IHTepHeTe.

14. HactamBanmTe Ha TOM, 4TOOblI [eTM NpefoCcTaBnsAnM BaM [[OCTYyn K CBOEW
3NEKTPOHHOM NoYTe, YTOOLI Bbl yOEAUUCh, YTO OHM He 06LalnTCa C He3HaKoMuUaMu.
15. O6bAcCHMTE [eTsaM, 4TO Henb3s WUCNonb3oBaTb CeTb ANA  XYJIUMraHcTBa,
pacrnpoCcTpaHeHusi CNNeTeH Unn yrpoas.

Bospact geten ot 13 go 17 net



B oaTOoM BoO3pacTe MoApOCTKM aKTUBHO WUCMOMb3YT MOUCKOBbIE MaLUWHbI, MOJSIb3YTCA
9NEKTPOHHOM MOYTON, cnyxbamu MrHoBeHHOro obmeHa coobLieHusMM, CcKaymBatoT
My3blKy U punbmbl. Manbynkam B 3TOM BO3pacte Gonblle No HpaBy cMmeTaTb Bce
OrpaHUYeHUsi, OHM XaxayT rpyboro tomopa, asapTHbIX UrP, KAPTUHOK "Ansa B3poCnbIX".
[eBoykn npegnouymTaloT obuwatbCa B YaTax, NpuM 3TOM OHM ropa3go 6Gonee
YyBCTBUTESbHbI K CEKCYarbHbIM JOMoraTenbcTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTensam y)e BeCbMa CNOXHO KOHTPONMPOBaTb CBOUX
AeTen, Tak Kak 06 VIHTepHeTe OHM yxKe 3HatoT 3Ha4YMTEeNbHO Bonblue CBOMX poauTenen.
Tem He MeHee, He oTnyckanTe pgeten B "cBobogHoe nnaBaHue" no KVHTepHeTy.
CrapavnTtecb akTUBHO y4yacTBoBaTb B 06LeHnn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna WHTepHeT-6e3onacHocTn -
cornallueHve mexay pogutenamu n getbmu. Kpome Toro, Heo6xoanMOo Kak MOXHO Yalue
npocmaTpuBaTb OTYeTbl O AeaTenbHocTM geten B WHTepHeTe. Cnegyetr obpaTtuTb
BHMMaHMe Ha HeobXxoAMMOCTb CcoAepXaHua poauTenbCkux naponen (naponemn
aAMUHUCTPATOPOB) B CTPOrOM ceKkpeTe M obpaTuTb BHUMaHWE Ha CTPOroCTb 3TUX
naponewn.

CoBeTbl N0 6e3onacHoOCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Cosgante cCnMCOK AOMAaLUHMX npaBun nocelwleHna WHTepHeTa npu  yvacTuu
nogpocTkoB n Tpebynte 6Ges3ycrnoBHOro ero BbinosiHeHusi. OBroBopute C¢ pebeHkoMm
CMUCOK 3anpelleHHbIX canTtoB ("4epHblM cnmucok"), 4vacbl paboTbl B VIHTepHeTe,
PYKOBOZLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4aTax).

2. KomnbloTep C nogkrwoyeHnem K cetu VIHTepHeT JOoImKeH HaxoguTbes B obLien
KOMHaTe.

3. He 3abbiBanTe GecenoBaTb ¢ geTbMn 06 ux apy3bax B IHTEpHETe, O TOM, YEM OHMU
3aHATblI TakuM obpasom, ByaTo pedb naeT o Apy3bsax B peanbHOM Xu3Hu. CnpawmeanTe
0 ngsx, ¢ KoTopbiMK OeTu obuwiarTca NocpeacTBOM CryXO MrHoBeHHoro obmeHa
coobLeHnamMu, 4tobbl yoeauTbecs, YTO 3TN N0AN UM 3HAKOMBbI.

4. Ncnonb3ynTte cpeacTtBa BOKMPOBaAHNA HeXenaTenbHOro KOHTEeHTa Kak JOMOMHeHne
K cTaHAapTHOMY PoauTenbCckoMy KOHTPOSTH.

5. Heobxogumo 3HaTb, KakMmu 4atamu nonb3yotcsa Bawwn pgetu. [loowpsante
NCMnonb30BaHME MOAEPUPYEMbIX YAaTOB M HacTauBauTe, 4YToObl AeTu He obuwanucb B
NpUBaTHOM peXume.

6. HactamBante Ha ToM, 4YTOBObI AETU HUKOrAA He BCTPeYanucb SIMYHO C OpYy3bsMU U3
ceTn NHTepHerT.

7. Tlpnyyute petenn He BbldaBaTb CBOK JIMYHYHO MHOpMaUMO cpeacTtsamu
9NIEeKTPOHHOM  MOYTbl, YaToOB, CWUCTEM MrHOBEHHOro obmeHa CcoobLeHnaMMU,
PErMcTpaunoHHbIX QOPM, NUYHBLIX Npodhunen U Npu perncTpaumm Ha KOHKYpCbl B
NHTepHeTe.



8. Mpuyynte peten He 3arpyxatb nporpammbl 6e3 Bawero paspewweHus. O6bscHuUTE
MM, YTO OHM MOTYyT CIlydalHO 3arpy3vTb BUPYCbl WM Opyroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

9. lNpuyunte Bawero pebeHka coobwatb Bam O NOObLIX yrpo3ax WM TpeBorax,
CBSA3aHHbIX ¢ MIHTepHeTOM. HanomMHuTe getam, 4to OoHM B Ge30nmacHOCTU, ecnu camu
pacckasanu BaM, O CBOMX yrpo3ax wunu TpeBorax. [loxBanute ux u nocoseTyuTe
noaonTn eLle pa3 B NogobHbIX criyvasix.

10. PacckaxuTte getam o nopHorpacdum B NHTepHeTe. Momorute MM 3awuTuUTbCs OT
cnama. HayumTe nogpocTKOB He BbldaBaTb B VIHTepHeTe CBoero pearbHOro
9IEKTPOHHOrO agpeca, He OTBeYaTb Ha HeXxenaTeflbHble NUCbMa WM WUCMNOSb30BaTb
cneymanbHble NoYTOBbIE PUNBTPbI.

11. Mpuy4dnte cebs 3HaKOMUTBLCSA C canTaMu, KOTopble NoceLatT NOAPOCTKM.

12. Hayunte geten yBaxaTb ApYyrux B UHTepHeTe. Ybeamtecb, YTO OHM 3HAKOT O TOM,
4YTO NpaBuIia XopoLlero NoBeaeHUs1 AENCTBYIOT Be3ae - JaXe B BUPTyalibHOM MUpe.

13. OObAcCHUTE [eTsaM, 4YTO HM B KOEM cfnyyae Henb3s ucnosb3oBaTb CeTb Ans
XynUraHcTBa, pacnpocTpaHeHns CrsieTeH Unn yrpo3 Apyrum Noaam.

14. ObcyguTte ¢ nogpocTkamu npobnemMbl ceTeBbIX as3apTHbIX UIP U UX BO3MOXHbIN
puUck. HanoMHuTe, YTO A€TU HE MOTYT UrpaTb B 3TN UIPbl COrMacHO 3aKOHY.

[MocTOsIHHO KOHTponupynTe wucnonb3oBaHue WIHTepHeTa Bawwum pebeHkom! 3To He
HapyLleHMe ero fMYHOro MpOCTPaHCTBa, a Mepa NPeoOCTOPOXKHOCTU U MPOSABMEHNe
Bawen poantenbCkon oTBETCTBEHHOCTU 1 3a00ThlI.



